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1. 
Background and Objectives

The idea of organizing Safety 2003 – a communications traffic exercise for radio amateurs – was first raised in the Fall of 2001, prompted by contemporary terrorist acts and the work done in Tampere in the 1990s toward an international emergency communications convention or Tampere Convention. Also, heavy storms causing extensive power outages in Finland in recent years had highlighted the need for the establishment of alternative communications networks.

The idea underlying Safety 2003 was, then, an endeavor to organize hobbyists – radio amateurs – as the core of an emergency communications network.

1.1.
Fundamental Idea

The threat scenario behind Safety 2003 was an idea of a nationwide power failure and a collapse of telecommunications networks in Finland. To ensure the flow of information, radio amateurs built up in this training exercise a nationwide communications network, with regional and cell centers. In technical terms, the exercise relied on the amateurs’ own radio equipment and, as far as communications traffic was concerned, on the traffic skills of the radio amateurs. All radio equipment used during the exercise relied mainly on car batteries or generators for their power supply. During the exercise, hooking up any radio equipment to the national grid was not allowed. Many of the stations operated during the exercise were located in conjunction with municipal Fire and Rescue Departments or in their immediate vicinity.

1.2.
Radio Amateurs and Emergency Communications

A radio amateur is a person who has passed a licensing examination administered by the authorities. An amateur radio license entitles the holder to build and use radio transmitters, among other things, and to conduct technical experiments with them. Under international treaties, certain frequency segments throughout the frequency spectrum are allocated to radio amateurs. The diversity of available frequencies makes it possible for amateurs to establish radio contacts even under highly adverse circumstances.

Crucial with an eye to emergency communications is that radio amateurs practise radio communications, conduct associated experiments and have demonstrated requisite skills and know-how in a licensing examination. Hence, from society’s point of view, they represent a significant potential for emergency communications.

Radio amateurs have participated with their equipment and their skills in the work of  Finnish Voluntary Rescue Services for many years. In recent decades, Finland’s Defense Forces have organized refresher courses for reservists, with amateurs occasionally  taking part even with their own equipment. In other words, the authorities are basically aware of the available, voluntary communications operator potential.

The nearly one-hundred year history of amateur radio includes countless cases in which communications assistance offered by a radio amateur has played a crucial role, for instance, in connection with natural disasters and various catastrophes. For example, radio amateurs had a visible role in Texas in the search for scattered debris from the space shuttle Columbia which was destroyed in early February 2003. And, in the early 1990s, radio amateurs communicated messages from the besieged city of Sarajevo. In recognition of assistance rendered, the national amateur radio association of the United States (American Radio Relay League) received during the past year, from government sources and donors, about $500,000 for emergency communications preparedness training and for upgrading the general level of preparedness.

For Finnish radio amateurs, Safety 2003 carried out on June 7 represented the biggest joint effort and display of know-how in the history of Finnish amateur radio. The exercise was implemented in cooperation with the Emergency Services College, a body placed under the Ministry of the Interior. Acting as a liaison with radio amateurs was Pertti Tolonen, senior official of the College. Through the Emergency Services College, the training exercise received some €17,000 in financial support from various government sources.

1.3.
Safety 2003 Objectives

The Safety 2003 communications traffic exercise had three objectives:

1)
to build a nationwide (covering all municipalities) two-way communications network, separate from the national grid, 

2)
to enhance the preparedness of radio amateurs for assisting society in emergencies by improving, among other things, the message handling skills of amateurs, and

3)
to create a basis for more regular cooperation with the authorities with the aim of establishing radio amateurs as a distinct cooperating partner among the partners listed by the authorities in their preparedness plans.

1.4.
Summary

The Safety 2003 communications traffic exercise was a major effort by Finnish radio amateurs which attracted a great deal of media attention – on radio, television and in the print press. It demonstrated the interest of amateurs to offer their communications traffic skills and equipment for use by society at large.

The aim of the exercise, the building and operation of a nationwide communications network, was deliberately exaggerated. A real-life situation in which the provision of such extensive assistance would be needed, is highly unlikely. Meanwhile, it is probable that the authorities may fairly often need the assistance of amateurs in dealing with smaller regional problems. Carried out on these premises, Safety 2003 gave the authorities ample proof which can be used in efforts to further intensify cooperation with the authorities along desired lines.

Safety 2003 was carried with volunteers. Nearly one out of every five Finnish radio amateurs took part. According to a rough estimate, staying outside the exercise were at least an equal number of amateurs with equipment and know-how for handling emergency communications. In other words, Safety 2003 came nowhere near  the limits of opportunity and hardware capacity.

In retrospect, it can be said that the established objectives were realistic and their achievement was possible. This exercise put to a test the new national Rescue District

organizational structure which is due to take effect on January 1, 2004: Finland is divided into twenty-two Rescue Districts, in addition to the autonomous province of Aland Islands.

The Safety 2003 Command Center was located in the Tampere Region where the new Rescue District organization has undergone trials since January 1, 2003. The cooperation conducted with Tampere Region rescue authorities in many ways furthered the objectives of the exercise.

2.
Planning for the Exercise

Planning for the exercise began by outlining the basics and contemplating the organization. As a starting point, it was decided to establish the principle of building a minimum of new elements and relying as much as possible on the existing Voluntary Rescue Services organization of radio amateurs. The planning was headed by the author of this report, Seppo Sisättö OH1VR.

2.1.
Getting Organized

A Leadership Team was formed to plan for and direct the exercise:

Seppo Sisättö OH1VR (Chairman)

Ismo Bergman OH5NG

Jukka Heikinheimo OH2BR (Secretary – SRAL General Manager)

Jari Jussila OH2BU (SRAL President)

Riku Kalinen OH2RK

Eeva Koivula OH3ST

Jukka Pappinen OH6MWQ

Matti Rouhiainen OH2PO (Technical Coordinator)

Timo Ärlig OH3FN (SRAL Voluntary Rescue Services Coordinator, Message Handling

Traffic Coordinator)

Starting from September 2002, the Team met roughly once a month, and a great deal of business was taken care of by e-mail. Furthermore, Working Groups were set up to focus on solving problems in specific sectors. For instance, the Message Handling Working Group produced a CD-ROM in time for November, containing all essential information connected with the message handling aspects of this exercise.

Constituting the most important organizational elements of the exercise were its Regional Coordinators. A total of twenty-three Coordinators were selected, and it was on their activity, enthusiasm and problem solving ability that the success of the whole exercise depended. Acting as Regional Coordinators were the following persons:

Helsinki


- Riku Kalinen OH2RK

Western Uusimaa

- Matti Rouhiainen OH2PO

Central Uusimaa

- Tom Häggblom OH2LWN

Eastern Uusimaa

- Kaarlo Sihlman OH2BIA

South-West Finland

- Alpo Kautiainen OH1MG

Häme



- Jari Koivurinne OH3UW
Päijät-Häme


- Pentti Lareva OH3TY

Kymenlaakso


- Esa Harjula OH5KRQ

South Karelia


- Lauri Himmi OH5SC

South Savo


- Heikki Huttunen OH4RD
Central Finland 

- Keijo Veijanen OH6FT

Tampere Region

- Timo Järvi OH3LMG

Satakunta


- Tauno Karvo OH1TD

South Ostrobothnia

- Ville Louko OH6LUC

Ostrobothnia


- Patrik Willför OH6GDX

Central Ostrobothnia

- Leif Bergbacka OH6KYF
North Savo


- Hannu Rättö OH7GIG

North Karelia


- Matti Hakuli OH7AZC

Carrefour/River Valley
- Raimo Järvi OH8MNM

Kainuu



- Jukka Lappalainen OH8MSM

Oulu-Koillismaa

- Marko Wirtanen OH8WM

Lapland


- Sulo Impiö OH9KBB

Aland Islands


- Karl-Erik Eriksson OH0NA

Regional Coordinators took charge of the tasks ahead of them voluntarily and discharged their responsibilities eminently right through the end, in spite of heavy pressure. Illustrative of the strain facing them was the fact that many of the Coordinators said after the event that this was the last time they would be shouldering such responsibility in an exercise of this kind. The final week in particular was tough since in most cases, regional planning was carried out alongside the regular work duties or studies of the Coordinators.

Associated with the organizing phase were many impressive individual efforts. Among them, special mention should be made of Patrik Willför OH6GDX who, besides acting as Regional Coordinator for Ostrobothnia, translated dozens of pages of message handling exercise material into Swedish. Thanks to his efforts, the exercise could be pursued in Finland’s two national languages. 

Credit is also due to Riku Kalinen OH2RK and Jouni Ståhl OH2JIU who were in charge of the Safety 2003 webpages, the updating of which entailed a great deal of work during the final month.

2.2.
Training Sessions and Info Briefings

The Finnish Amateur Radio League (SRAL) and the Safety 2003 Leadership Team organized regional and local training sessions and info briefings as follows                   (+/- 5 persons):

24.08.2003

Emergency Services College / Kuopio
30 participants

10.10.


Helsinki




35

21.10.


Tampere




30

17.11.


SRAL Convention / Tampere


40

18.11.


Police Training Institute / Tampere

92

14.12.


Kouvola




35

04.01.2003

Oulu





30

25.01.


Pori





35

27.01.


Jyväskylä




25

01.03.


Joensuu




25

08.03.


Seinäjoki




35

11.03.


Kajaani




20

13.03.


Nokia Radio Amateurs / Espoo

15

13.03.


Järvenpää




25

19.03.


Vaasa





20

22.03.


SRAL Convention / Hämeenlinna

50

23.03.


Hämeenlinna




80

25.03.


Pieksämäki




20

27.03.


Tampere




15

05.04.


Rovaniemi




15

05.04.


Kemi





15

06.04.


Oulu





21

07.04.


Maarianhamina



10

10.04.


Ylivieska




5

15.04.


Turku





20

26.04.


Turku





25

24.05.


Jyväskylä




35

29.05.


Tampere




25

In addition, there were dozens of Safety 2003 sessions organized by local amateur radio clubs to deal with participation in the exercise, message handling and organization in each given locality.

2.3.
Message Handling Training

Message handling training was given in a total of seventeen regions (Rescue Districts), with some 330 radio amateurs taking part. The material used included guidelines prepared by Timo Ärlig OH3FN, SRAL Voluntary Rescue Services Coordinator, and a CD-ROM made specifically for the training program. All material was also downloadable from the webpages. The in-depth guidelines were carefully prepared.

Right from the start, the Leadership Team expected message handling to present problems for radio amateurs at Safety 2003. This was a correct assessment since the bulk of criticism directed at the exercise focused on the message handling bureaucracy. Many radio amateurs felt that the message handling protocol drawn up for the exercise was too complicated, slow and alien to everyday life. And yet, the protocol had been drafted on the basis of experience gained from real-life situations.

In contrast to the criticism, there were a number of Rescue Districts where message handling was trained sufficiently beforehand and where participants were able to answer in sufficient detail the question: “Why to do it this way?”. For instance, the amateur radio club of the Tampere University of Technology organized a dozen message handling training sessions and was able to inspire the enthusiasm of participants for the matter.

The debate about the forms and organization of message handling traffic was of such magnitude that these issues need to be discussed thoroughly in planning future exercises. However, what was noteworthy about the actual exercise was that in those regions where participants were proficient in the use of the message handling protocol, the traffic ran smoothly.

The planning done for Safety 2003 message handling traffic clearly enhanced the skills of radio amateurs in running controlled message handling traffic. Just how much the traffic can be further developed and the extent to which flexibility can be shown over the pattern now created without jeopardizing basic traffic standards, is certainly something that is going to be looked into at length after Safety 2003.

2.4.
Radio Equipment

“If it doesn’t exist in the first place, it can’t go broke – in everything, keep it simple”. This is how Matti Rouhiainen OH2PO, in charge of technical matters, summed it up at the first info briefing and training session at the Emergency Services College in August 2002. With this basic concept in mind, efforts were launched to inform those involved in the exercise at grassroots level of the need for simple solutions. Hence the focus on easy technical solutions.

Although nearly all radio amateurs can claim code (CW) proficiency, it was decided to use voice communications (SSB and FM transmissions) at Safety 2003. The same applied to digital modes, the use of which was advocated by a highly active group. However, it was felt that digital modes were vulnerable and easily liable to collapse, particularly in situations where power was not supplied from the national grid. Problems might also have arisen in the area of hardware and software compatibility.

As for antennas, the exercise relied – on HF – mainly on wire dipoles and the LK99 wire antenna. On VHF and UHF, participants used small directional antennas, omni-directional verticals and so-called “Big Wheel” antennas.

The chosen solutions were implemented particularly from the point of view of the objectives outlined for Safety 2003, and the choices made can be considered correct. On the other hand, in planning for and carrying out future Safety 2003 type exercises, it will be possible to conduct various experiments on a wider scale and to opt for more demanding technical solutions. The exercise now completed yielded experiences and information about how to manage communications under all circumstances using simple methods.

The car battery was selected as a primary power source for Safety 2003 because it can be charged by the car’s own battery charger. In this exercise, generators were used as another general power source. 

2.5.
Radio Network and Frequency Tables

The Safety 2003 radio network was hierarchical: the top level was made up of the National Command Center and underneath it were twenty-three Regional Command Centers, and placed under these were several Cell Command Centers (=clusters of 5-8 municipalities) depending on the number of municipalities in each Rescue District, and at the ground level there was a radio station in each municipality. The communications network built up along these lines consisted of around 500 radio stations in total.

In March, the Finnish Communications Regulatory Authority issued for Safety 2003 use special prefixes which made it possible to infer the particular level that each station represented. The National Command Center used the station callsign OH1A, and in this exercise it was the only station using the OH prefix. The Regional Command Centers used the OI prefix and the Cell Command Centers the OG prefix. The OJ prefix was allocated for stations representing each of the municipalities.

The following amateur radio frequencies were used in Safety 2003 radio communications: 3.5 MHz, 7 MHz, 144 MHz and 432 MHz.

The Rescue Districts were given permission to build each District’s internal radio network independently. This was important because traffic had to be handled with the radio equipment available to each District’s radio amateurs. An appendix to this report describes one Rescue District’s Frequency Plan.

The National Command Center station OH1A in Ikaalinen was equipped with three HF stations using the following frequencies: 3620 kHz, 3740 kHz and 7054 kHz. On VHF the Command Center operated on  the channel 145.550 MHz and on UHF on the channel 434.025 MHz. With the exception of mutual interference on 3.5 MHz, other station-to-station interference was not reported thanks to the use of frequency-specific bandpass filters.

Interference to traffic on 3.5 MHz was caused by the fact that the antennas used on that frequency band were running parallel some 50 meters apart. Installation problems were caused by an antenna tower delivery failure as a result of which the tower could not be installed fully extended to a height of 24 meters; instead, the height was limited to

18 meters. Owing to the wooded terrain found at the site, the antennas could not be mounted transversely or crosswise which would have attenuated mutual interference significantly.

At the National Command Center, radio traffic focused essentially on HF frequencies  which were occasionally problematical from a radio propagation point of view. On the day of the exercise, however, propagation was such that regular contact with Regional Command Centers was established. On VHF there was full readiness to manage 2-3 Regional Center contacts and on UHF to contact the Tampere Region. The plan called for using 7 MHz to cover the Rescue Districts of North Finland. With Lapland, contact was made fairly easily but with other regions there were difficulties due to long radio propagation – amateur radio signals from Continental Europe were significantly stronger there compared to the signals of Finnish amateur stations. 

2.6.
Sponsors

Safety 2003 would have been impossible to carry out without the support received from sponsors. Some 800 participants were provided with a distinctive “Communications” vest and a “Safety” cap. Major vest/cap set sponsors were Tampere Power Utility (200), Helsinki Energy (200) and Kemijoki Oy (100). NK-Cables supplied the Regional Command Centers with six kilometers of high-quality coax cable. The City of Tampere contributed  €2,000 toward setting up the National Command Center. In addition, several companies contributed Safety 2003 sponsorship advertisements published in the Radioamatööri magazine; the resultant funds made it possible to cover the planning costs of the exercise. In addition, dozens of companies across Finland offered financial support to local amateur radio clubs. The list of Safety 2003 sponsors is appended to this report.

2.7
Description of Regional Planning

The results of a questionnaire addressed to the Regional Coordinators illustrate well the planning for the exercise. 









Yes

No









%

%

a)
I was backed by the Regional Leadership Team
39

61

b)
We organized message handling traffic training
87

13

c)
We got in touch with the rescue officials of


the region’s municipalities



82

18

d)
The core participant group of my region was


made up of Voluntary Rescue Services personnel
32

68

e)
We tested all communications links beforehand
67

23

f)
Getting radio amateurs to join in was easy

50

50

g)
Difficulties in obtaining equipment


14

84

h)
Safety 2003 planning in the region began in


the Fall





45

55

i)
More than 20% of those who joined dropped out
9

91

2.8.
Summary

1.
The planning for Safety 2003 was headed by a nine-member Leadership Team assisted by several Working Groups. The Coordinators of twenty-two Rescue Districts plus the province of Aland Islands were key figures with a view to the success of the exercise. The Regional Coordinators faced particularly heavy pressures in the two-month runup to the exercise.

The extent of volunteer work is illustrated, among other things, by the contribution made by Patrik Willför of the Ostrobothnia Rescue District: in addition to his Regional Coordinator’s duties, he translated dozens of pages of message handling instructions and other material into Swedish for use by Finland’s Swedish speaking radio amateurs.

2.
Nearly 850 radio amateurs attended the training and info briefing sessions organized by the Safety 2003 Leadership Team or by local SRAL amateur radio clubs during the period August 2002 – May 2003. These sessions were indispensable in terms of harmonizing standard practices and, in particular, ensuring the flow of information. For instance, two days prior to the first preliminary exercise, the Ylivieska session attended by only five persons led to the activation, for the preliminary exercise, of the Regional Command Center, the Cell Command Centers plus a dozen municipalities, in addition to the known 2-3 active municipalities. Similar experiences were reported from other regions as well.

3.
Message handling traffic was known to be a problem issue even before the exercise. Associated training was provided in seventeen Rescue Districts, with some 330 participants. The exercise showed that in the regions which had organized training, there were only minor problems with message handling traffic.

4.
The technical solutions of the exercise were based on KISS technology, i.e. simple and highly reliable solutions were sought everywhere. In terms of ensuring the success of a major exercise of this kind, this was the right approach.

5.
The Safety 2003 radio network was hierarchical: the top level consisted of the National Command Center and underneath it were twenty-three Regional Command Centers, and placed under these were, depending on the size of the region, Cell Command Centers, and finally the basic units of the whole exercise - a radio station in each municipality.

Radio communications took place on the 3.5 MHz, 7 MHz, 144 MHz and 432 MHz amateur bands. Each Rescue District planned and implemented its Frequency Table independently. Hence the communications networks were built naturally on the existing equipment.

6.
Thanks to dozens of sponsors, it was possible to go ahead with the Safety 2003 exercise. A sum of  some  €17,000 channelled via the Emergency Services College came as an important overall financial contribution, but it would not alone have been sufficient for organizing a nationwide operation of this kind, in spite of the fact that everything was based on volunteer efforts.

7.
The majority of Regional Coordinators operated without any specific Regional Leadership Team. The emphasis of planning was on the Winter and Spring of 2003. The level of commitment of those taking part was high – only a few of those promising to participate dropped out. Those involved with the Voluntary Rescue Services formed a key group in one out of every three regions in planning for Safety 2003. The equipment used by radio amateurs did not pose a problem for carrying out the exercise. 

3.
Preliminary Exercises

At the very first meetings of the Leadership Team, it was decided to hold two preliminary exercises before the actual exercise – the chosen dates were Saturday, April 12 and Saturday, May 10. In other words, the planning reached a testing phase about two months prior to the actual June 7 exercise.

The Leadership Team outlined the following objectives for the preliminary exercises:

First Preliminary Exercise. The aim was to involve all Regional Command Centers and to activate as many Cell Command Centers and municipalities as possible.

Second Preliminary Exercise. The aim was to active all Regional Command Centers as well as all Cell Command Centers and as many municipalities as possible.

With the help of the preliminary exercises, efforts were also made to gain information and experiences about the location of the radio stations and their antennas beforehand. At the same time, it was possible to find out in practice about factors possibly interfering with radio communications in those locations.

3.1.
First Preliminary Exercise April 12, 2003

The objective of the first preliminary exercise to activate all Command Center stations was achieved. Additionally, fifty-two Cell Command Centers and stations in 234 municipalities were involved. The number of participating radio amateurs was estimated at more than 400 and, with the locations of the aforementioned Command Centers included, the number of municipalities at around 300.

The exercise provided useful experience in eliminating internal interference at the Command Centers. Moreover, it led to minor changes in the Frequency Tables and in the structure of regional communications networks. The participants were enthusiastic about the exercise.

3.2.
Second Preliminary Exercise May 10, 2003

The objectives of the second preliminary exercise were achieved in twenty-two Rescue Districts. Meanwhile, the province of Aland Islands was left out because Finnish language message handling material was mailed there by accident. Accordingly, twenty-two Command Center stations were active. In the second preliminary exercise, sixty-one Cell Command Centers and stations in 268 municipalities were operating. In other words, the number of active municipalities rose to nearly 350 in the second preliminary exercise. What kept the number from growing even higher was the absence of Aland Islands and a Voluntary Rescue Services alert during the exercise period which significantly limited activity in Central Finland, in which the region’s radio amateurs took part.

The experiences gained from the second preliminary exercise were broadly consistent with those from the first. A radio propagation blackout caused by solar activity on HF frequencies, however, highlighted one very important point: the need to make preparations for routing messages via relay stations to the Command Centers. How to deal with this problem was underlined and planned in the weeks preceding the actual exercise in different Rescue Districts.

3.3.
Summary

The preliminary exercises produced a great deal of information significantly facilitating operations during the actual exercise. Some examples:

1.
Interference levels of the planned station site and reaction to them        (e.g. change of site)


2.
Sensible installation of antennas and feedlines


3.
Pre-planning of alternative message handling routes


4.
Testing of radio traffic table functionality


5.
Elimination of mutual interference at Command Center radio stations


6.
Functioning of available radio equipment as part of network


4.
Actual Exercise June 7, 2003

More than a week prior to the actual exercise, the Leadership Team on May 29 organized the last info briefing and training session in Tampere on the premises of the regional Fire and Rescue Department for key personnel of the exercise, of whom twenty-five were in attendance. Discussed at the session were, among other things, the experiences gained from the preliminary exercises, matters concerning message handling traffic and technical issues which had arisen. In addition, there was a broad, general discussion about the execution of Safety 2003.

Because the Leadership Team had decided to concentrate all media information relating to the exercise on the actual day of the exercise, Regional Coordinators were instructed to deal with the media in conjunction with the exercise. In this, acting as a contact for the regions was Juhani Kolomainen OH1LLP. The Leadership Team handled contacts with the national media.

Two days before the exercise, the case of the last two municipalities still without amateur radio contact – Sottunga and Kökar – was resolved. The exercise was, then, to be launched in a situation where Regional Coordinators had informed the Leadership Team that all municipalities in their respective regions were manned.

4.1.
National Command Center

The National Command Center was located at the Youth Activities Center of the town of Ikaalinen in the village of Sisättö. The site was situated sufficiently far from other Command Centers and was as such well placed in terms of managing interference-free radio communications.

Responsible for the technical installation of the Command Center were Matti Höglund OH3KL and Mikko Toivonen OH3FM. Sophisticated radio equipment was available     on-site in sufficient numbers also from the point of view of possible equipment failures. The antennas included three dipoles, two directional antennas for 144 MHz and one for 432 MHz. The premises of the Youth Activities Center provided a good setting for placement of the stations at a suitable distance from each other.

Highly important assistance in building the Command Center was received from the Army Signals Regiment in Riihimäki which sent a small team two days before the start of the actual exercise. On the day of the exercise, Signals Regiment men helped to guide the invited guests and they ran the Communications Office of the exercise, among other things. Also thanks to their efforts, the systems were disassembled quickly after the exercise was over.

The National Command Center served as the Safety 2003 “show window” for the invited guests. Jouni Ståhl OH2JIU had supplied an on-site system enabling the participants to follow on a real-time basis the establishment of contact with the regions. 

In the course of the exercise, there was a press conference attended  among the invited guests by Pentti Partanen, Director General of Rescue Services at the Ministry of the Interior,  Olli-Pekka Ojanen, Director of Tampere Region Rescue Services, Col. Esko Vainio, Signals Inspector, and Kari Lehto, chairman of the Voluntary Rescue Services Executive Committee.

In connection with radio communications at the National Command Center, receiving media exposure was an exchange of greetings between Kari Rajamäki, Minister of the Interior, and Pentti Partanen, Director General of Rescue Services. The Minister was visiting the Varkaus Cell Command Center of Safety 2003 while the Director General was in Ikaalinen.

The SRAL Rescue Services Coordinator has prepared a detailed report on the operation of the National Command Center.

4.2.
Achievement of Exercise Objectives

What follows is a description of the extent to which the objectives of the exercise were achieved, as seen by the Regional Coordinators.










Yes

No










%

%

a)
Everything went according to plan



76

24

b)
Technically everything went well



90

10

c)
All pre-registered participants took part


50

50

d)
All of the region’s internal radio contacts functioned
86

14

e)
Contacts to the National Command Center functioned
76

24

f)
We handled all messages within the region 


91

9

g)
We handled all messages to the National Command Center 50

50

h)
We re-routed messages because of poor propagation

38

62

i)
Equipment was reported to me



9

91

j)
Participants in my region suffered accidents


5

95

k)
Rescue officials of my region were following the event
57

43

l)
Arrangements needed because of illness / other reasons
42

58

As we look at the percentages, it has to be kept in mind that 5% on average corresponds to one case because not all Regional Coordinators answered all questions. In other words, the first question, for instance, covers sixteen Rescue Districts where everything proceeded according to plan and five Districts where the plans did not materialize. Answers were missing from two Districts.

The answers indicate that half the regions managed to get all their messages through to the National Command Center. There was traffic congestion and queuing. Message re-routing is an interesting point. It seems that 38% of the Rescue Districts used the re-routing options planned in light of the May experiences.

Although initially it seemed that all municipalities could be activated on June 7, three to four municipalities were not reached during the actual exercise. The reasons ranged from unexpected cancellations to cases in which a station was manned but contact could not be made. All in all, the end result can be considered excellent. The participants’ level of commitment was high since in half the Rescue Districts, all pre-registered participants took part.

4.3.
Summary

1.
Generally speaking, Safety 2003 worked out well.

2.
The National Command Center functioned well from the point of view of


monitoring the exercise.

3.
Meanwhile, message handling traffic to the National Command Center was seriously congested.

4.
Message handling traffic within the regions proceeded commendably.

5.
The national communications network built for Safety 2003 is viable and reliable


when the experiences now gained are acted upon and made use of. Special 


attention will have to be devoted to message handling skills and factors which


help to reduce congestion in message handling traffic at the National Command


Center.

5.
Comment from Regional Coordinators Regarding the Exercise

Regional Coordinators were requested to prepare a report, and they were given an opportunity to respond to open questions about the good points of planning and about any problems as well as the successes and failures of the exercise. In the following, their replies are listed in alphabetical order.

Ahvenanmaa (Aland Islands)

No comment.

Etelä-Karjala (South Karelia)

Cooperation and familiarity with the region’s rescue authorities increased. Membership was activated. Antennas were built at the amateur radio club, and members bought new radio equipment.

Handling internal information entailed a great deal of work, many telephone calls – some members doing shift work. SRAL info briefings held sufficiently. Local amateur radio clubs organized numerous meetings focusing on the Safety 2003 project – twenty-four club meetings in Lappeenranta and ten in Imatra.

Everything went satisfactorily. No actual failures.

Etelä-Pohjanmaa (South Ostrobothnia)

Everyone knew what this was all about, and it was time to take radios “from  moth balls”. Answers were found beforehand to almost all questions.

Message form changes were a problem, some participants did not have e-mail access.

Establishment of regional communications links, message handling traffic and getting radio amateurs used to Voluntary Rescue Services type traffic discipline.

Confirmation messages lost, VHF contacts of Regional Centers, frequency planning with other regions could have been improved.

Etelä-Savo (South Savo)

Those who took part were fully committed and made a full contribution.

Reaching people/persuading them to get on board was a problem. There was little prior cooperation with neighboring regions. Help from OH5-land (Kymenlaakso) in station manning was invaluable.

Cooperation during the actual exercise worked well. An official of the Fire and Rescue Department of the State Provincial Office  familiarized himself with the Regional Command Center and amateur radio activity in general.

Efforts to enlist sponsors failed – and so did efforts to inform the authorities (because of time constraints) and to run traffic to the National Command Center (because of poor radio propagation).

Helsinki

The Cell/Rescue District Command station was equipped with 12V / 240Ah batteries which will remain a permanent feature of the station.

A lot of work, work, work...

Media information failed (YLE TV-1 camera crew visited the site, though) and so did the filling in of message forms.

Itä-Uusimaa (East Uusimaa)

Regional amateur radio activity received a boost. Many inactive amateurs went on the air for the first time in many years. Several antennas and power supplies were bought.

Finding suitable and willing radio amateurs was a problem.

Contacts worked well except on 7 MHz. We learned message handling traffic. Importance of the Communications Office highlighted. 

No significant failures.

Jokilaaksot (Carrefour/River Valley)

No major problems after the preliminary exercises.

Low amateur radio density in our region is a problem, necessitating a great deal of information work, repeating the same things to different people.

Contacts were made successfully. Local radio amateurs strengthened their sense of community. Information worked well. Profile was raised, and general acceptance and understanding for amateur radio probably improved.

Problems with summary messages, and with excessively speedy reading of messages.

Kainuu

Equipment available in sufficient numbers and sites were OK.

No problems with planning.

Contacts within the region functioned well; those reporting for duty managed their tasks, and young people were involved.

Traffic to the National Command Center was clogged up. Radio propagation was poor, causing difficulties. Vertical polarization should have been used on VHF.

Kanta-Häme (Häme)

Everyone knew what was to be done and how. Equipment functioned well.

Too few active members – “senior citizens” dropped out.

Message handling was performed successfully, contacts were made successfully, as were frequency allocation and equipment arrangements.

The National Command Center was congested, contact confirmation procedures did not work, problems with the message form.

Keski-Pohjanmaa (Central Ostrobothnia)

You met with rarely seen radio amateurs, more radio and other equipment was purchased, speed of message handling traffic as well as public exposure received by our hobby were among the success stories. 

Problems in recruiting participants; also we would have appreciated clearly-worded practical instructions.

Regional communications worked well. We attracted public attention.

Traffic congestion at the Ikaalinen Command Center was a problem. Sudden dropout of one municipality.

Keski-Suomi (Central Finland)

Radioamatööri carried enough articles about the exercise. New amateur radio contacts.

The competitive emphasis of the preliminary exercises which effectively blocked actual message handling traffic training. Information lagged behind.

All radio contacts functioned according to plan. Messages moved surprisingly well, despite little training.

The absence of a national VHF frequency plan was a problem. Message handling traffic could have been more challenging.

Keski-Uusimaa (Central Uusimaa)

Participants were enthusiastic about the exercise, and participated actively in training.

Initial sluggishness was a problem. Criticism expressed about numerous forms and somewhat contradictory instructions. Missing form fields also caused problems.

All local contacts worked well. Message re-routing to Ikaalinen functioned well. Information was handled quite well.

Message confirmations from Ikaalinen not complete. Not all message forms were filled in fully.

Kymenlaakso 

On the positive side: activation of club members and contacts with the authorities.

Problems: the amount of paperwork (logs and forms).

Radio communications within the cells handled successfully, and so was message handling traffic, despite initial worries.

Contacts with the National Command Center a problem, and the same was true of the one-way nature of traffic.

Lapland

Enough time reserved for planning.

Understanding the tasks on the part of the participants was a problem.

Antenna and equipment testing worked well.

Problems with poor HF radio propagation as well as antenna selection and location.

Länsi-Uusimaa (West Uusimaa)

Planning for the exercise demonstrated the need for training.

Initial difficulties with recruiting participants for the exercise.

Almost everything worked out well.

Filling in logs a problem – motivation the issue?

Oulu-Koillismaa

Last-minute dropouts a problem, difficulties in recruiting operators, a confusing e-mail list with too much speculation.

At the last minute, 100% station manning achieved. Contacts worked extremely well.

Equipment failure in Yli-Ii. Problems with commitment, and also with HF frequency coordination.

Pirkanmaa (Tampere Region)

The Rescue District’s own information was handled mainly vie e-mail and webpages. Participants in a Safety 2003 course organized by students of the Tampere University of Technology met seventeen times. An antenna project was launched, and it continues.

One problem was that not everyone had e-mail access or they seldom read incoming       e-mails. This gave rise to information problems for the personnel. Training material costs as well as other routine expenses were met by the participants themselves – not a good thing.

Training, message handling traffic and contacts all performed successfully.

Frequency allocation with neighbouring regions failed. Problems with the availability/diversity of radio network block diagrams. Part of the planning was delayed until the very last moment. Nationwide information efforts failed.

Pohjanmaa (Ostrobothnia)

Planning was quite interesting as such. The preliminary exercises made sure everyone knew what to expect.

The same five to six persons always participated – otherwise problems.

Almost everything went well.

The National Command Center was slow, and their Swedish language capabilities left room for improvement. The Command Center did not have a waiting list or the list was not up-to-date.

Pohjois-Karjala (North Karelia)

Contacts within the cells and from the cells to the Rescue District Command Center worked well during the exercise.

The HF network failed – the same was true of traffic discipline. Now the HF network operated on the terms of the strongest radio signal.

Pohjois-Savo (North Savo)

I learned to know the region’s radio amateurs and authorities. A good start for the creation of a viable Voluntary Rescue Services organization.

Difficulties with  identifying the right persons because of limited familiarity with the region’s radio amateurs.

Message traffic from the region’s municipalities to the Cell Centers worked well – no power supply problems. The commitment and enthusiasm of the participants.

Our worst failure was with the arrangements made for the Regional Command Center (location, antennas, organizing).

Päijät-Häme

Enough time and information for the planning phase.

Problems with ensuring the participation of all stations in the exercise. Passive membership.

All contacts worked well, and so did power supply arrangements and paperwork; the participants took a positive attitude – the whole thing left a good impression. Positive feedback from outsiders.

Information failed – we did not manage to get media representatives to show up. 

Satakunta

On the positive side of planning: we learned how to take care of message handling traffic. Training helped to activate our club members. Positive public exposure. A total of nine

144 MHz antennas were made for future use.

Problems: personal financial sacrifices of the participants and use of  their free time.

In the exercise, everything went according to plan. The participants got enthusiastic about message handling traffic; the beginning was much more difficult than the end.

HF interference at the Pori Regional Command Center was a problem. There were also problems with the distribution of vests and caps.

Varsinais-Suomi (South-West Finland)

During the planning stage, we modified the message forms to make them more reasonable. Also on the positive side: the availability of message examples from the internet, as well as other information obtainable from the internet, and the preliminary exercises.

Problems: A late start. A laborious project. The last-minute rearrangement of key functions caused by vague promises of participation.

We achieved our objectives relating to station manning and the communications network. The participants were enthusiastic and happy. Sufficient public exposure and the duration of the exercise was reasonable.

Among the failures, we might list “worries caused by the original message handling traffic instructions and message forms”, and the region’s thin station manning – contacts with two municipalities could not be made to function properly.

5.1
Summary

What follows is a summary of the comments from the Regional Coordinators described above.

1)
Listed among the positive aspects of the planning stage were sufficient time allowed for preparation, enthusiasm and commitment of participants, and newly established contact with the authorities. Several amateur radio clubs received from 

Safety 2003 a fresh impetus to their activities. Safety 2003 information was fairly comprehensive throughout the entire planning phase.

2)
Problems with the planning  phase included the fact that in several cases, the burden of responsibility was placed on the shoulders of the Regional Coordinators, the project entailed a lot of work, the repercussions for the use of free time, and the participants’ financial sacrifices. Many problems were reported in some parts of the country in recruiting participants. Also, the paperwork required by message handling traffic caused motivational problems.

3)
Successes included the well-functioning internal communications links of the regions, the successful message handling traffic reported from many regions, the amount of public exposure received, and the commendable implementation of plans drawn up for the exercise.

4)
The biggest failure of the exercise was concerned with the congestion of message handling traffic at the National Command Center.

6.
Conclusions and Recommendation

The following is a summary of conclusions about the Safety 2003 communications exercise conducted by radio amateurs on June 7, 2003.

1.
The exercise demonstrated that radio amateurs can build a nationwide communications network which is capable of operating independently, separate from the country’s national grid and telecommunications networks.

2.
The message handling skills of radio amateurs are sufficient, in spite of some shortcomings, for running traffic on such a network.

3.
The equipment of radio amateurs is suitable, thanks to equipment diversity, for use on an emergency communications network. Fixed antennas and equipment located at the Command Centers of the authorities would speed up construction of the network in the event that the authorities decide to seek recourse to radio amateurs for their assistance.

4.
Given its extent and scope, Safety 2003 was a unique exercise. Feedback received from the participants has been enthusiastic, so much so that there is every reason to consider organizing a similar exercise in a few years’ time. Regional exercises are another interesting possibility.

5.
Safety 2003 gave proof of the way in which the know-how and equipment of radio amateurs can be used for public service. It involved an unreasonable amount of financial and leisure time related sacrifices on the part of those committing themselves to the project. Efforts need to be made to solve in a reasonable manner the problems associated with financial sacrifices before the next possible exercise.

6.
Safety 2003 demonstrated the readiness of the authorities to discuss the idea of deepening cooperation with radio amateurs.

7.
On January 1, 2004, Finland will introduce a new organizational structure for Rescue Districts which was already in use at Safety 2003. It is important that the organizational patterns now created for radio amateurs be further refined in a manner that will take into account the needs of the authorities. Radio amateurs have reason to consider an organizational pattern where a Regional Coordinator is appointed for each Rescue District to be in charge of activating radio amateurs for emergency communications in each District.

RECOMMENDATION

Based on the experiences gained from the Safety 2003 communications exercise, I recommend that the rescue authorities designate radio amateurs as one of their cooperating partners in national and regional emergency preparedness plans.

